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Abstract
Steganography is the art of concealing the exégteof data in another transmission medium i.egeamna
audio, video files to achieve secret communicatlbdoes not replace cryptography but rather botystssecurity

using its obscurity features. In the proposed ne:tBometric feature (Skin tone region)

is usedrplement

Steganography[1]. In our proposed method Insteackrobedding secret data anywhere in image, it wéll b
embedded in only skin tone region. This skin regioovides excellent secure location for data hidigg, firstly
skin detection is performed using, HSV (Hue, Sdtona VValue) color space in cover images. Thereaftaegion
from skin detected area is selected, which is knasvthe cropped region. In this cropped regionetenessage is

embedded using DD-DWT (Double Density Discrete Wetv&ransform).

DD-DWT overcomes the intertwined

shortcomings of DWT (like poor directional seledyy Shift invariance, oscillations and aliasing)fgptimal pixel
adjustment process (OPA) is used to enhance thgeimaality of the stego-image. Hence the imageinbdaafter
embedding secret message (i.e. Stego image) isdeg secure and has an acceptable range of PSNRproposed
method is much better than the previous works boterms of PSNR and robustness against varioaslatt(like
Gaussian Noise, salt and pepper Noise, SpeckleeNoidation, JPEG Compression, Cropping, and Csintra

Adjustment etc.)
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I ntroduction

In this highly digitalized world, the Internet
serves as an important role for data transmissiuh a
sharing. However, since it is a worldwide and pibéd
medium, some confidential data might be stolenjexhp
modified, or destroyed by an unintended observer.
Therefore, security problems become an essensiakis
Encryption is a well known procedure for securetada
transmission [3]. Although encryption achieves aiert
security effects, they make the secret messages
unreadable and unnatural. These unnatural messages
usually attract some unintended observers’ attaraiod
it tells an opponent or enemy that someone is
communicating with someone else. This is the reason
new security approach called steganography arises.
Steganography takes the opposite approach andpastem
to hide all evidence that communication is takinacp.
In steganography secret message is the data ttbat t
sender wishes to keep confidential and thta dan
be text, images, audio, video, or any otdata that
can be represented by a stream of bits. Theramve
host is the medium in which the message is embedded
and serves to hide the presence of the message. The
message embedding technique is strongly dependaent o
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the structure of the cover. The cover-image witk th
secret data embedded is called the ‘Stego-Imadgee. T
Stego-Image should resemble the cover image under
casual inspection and analysis. In addition, faghbr
security requirements, We can encrypt the messatge d
before embedding them in the cover-image to provide
further protection[4]. For this the encoder usually
employs a stego-key which ensures that only recipie
who know the corresponding decoding key will beeabl
to extract the message from a Stego-image. For
proposed method cover image is cropped interagtivel
and that cropped region works as a key at decoslaey
yielding enhanced security .There are two thirbat
need to be considered while designing the
steganographic system (&) Invisibility: human sye
should not distinguish the difference between aagi
and stego image should be considered. (b) Capacit
:The more data an image can carry the better it is.
However large embedded data may degrade image
quality significantly [5]. Rest of the paper is argzed as
follows. Section Il presents Steganographic Schant
theoretical background. In section Ill proposedhuodtis
described in detail with skin tone detection, DDDWT
OPA and decoding procedure step by step. Section IV
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demonstrated the experimental results.

conclusions are provided in section V.

Finally

Steganor aphic Scheme

In the domain of digital images, many different
image file formats exist, most of them for specific
applications. For these different image file format
different steganographic algorithms exist Image
steganography scheme can be divided into two groups
those in the Image Domain and those in the Transfor
Domain.
LSB (Least significant Bit) Substitution based Scheme

Here spatial features of image are used. Image
domain techniques encompass bit-wise methods that
apply bit insertion and noise manipulation and are
sometimes characterized as “simple systems”. Thig i
simplest steganographic scheme that embeds th@fits
secret message directly into the least significhitt
(LSB) plane of the cover image. In a gray-level gma
every pixel consists of 8 bits. The basic concdtIB
substitution is to embed the confidential data e t
rightmost bits (bits with the smallest weighting) that
the embedding procedure does not affect the ofigina
pixel value greatly [6].
Transform Domain based Scheme

Steganography in the transform domain
involves the manipulation of algorithms and image
transforms. These methods hide messages in more
significant areas of the cover image, making it enor
robust. Many transform domain methods are indepgnde
of the image format and the embedded message may
survive conversion between lossy and lossless
compression. Taking these aspects into consideratio
working in frequency domain becomes more attractive
Here, sender transforms the cover image into freque
domain coefficients before embedding secret message
it [7]. These methods are more complex and slowen t
spatial domain methods; however they are more secur
and tolerant to noises. Frequency domain transfaoma
can be applied either using DCT or DWT. We are gisin
DD-DWT.

Proposed M ethod

Proposed method introduces a new method of
embedding secret data within skin and as well athén
edge area, as it is not that much sensitive to HVS
(Human Visual System).This method takes advantdge o
Biometrics features such as skin tone edge detectio
instead of embedding data anywhere in Image, ddta w
be embedded in selected regions like skin region.
Overview of method is briefly introduced as follawst
first skin tone detection is performed on input gaa
using HSV (Hue, Saturation, Value) color model.
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Secondly cover image is transformed in Frequency
domain. This is performed by applying DD- DWT. Then
payload (number of bits in which we can hide dasa)
calculated. Finally secret data embedding is peréatin

one of the high frequency sub-band by tracing pkiels

in that band. Before performing all steps croppomy
input image is performed and then in only cropped
region embedding is done, not in whole image. Cirapp
results into enhanced security, since cropped negio
works as a key at the decoding side. Here embedding
process affects only certain Regions of InteresDIjR
rather than the entire image. So utilizing objesithin
images can be more advantageous. This is alsacadle
Object Oriented Steganography. Then a stego DD-DWT
image is produced, so the IDD-DWT is performed on
that. Thereafter IDD-DWT image is merged with onigji
image, and we get the final Stego image.

Skin Colour Tone Detection

The A skin detector typically transforms a
given pixel into an appropriate color space and tiiges
a skin classifier to label the pixel whether iaiskin or a
non-skin pixel. RGB matrix of the given color ingag
can be converted into different color spaces tddyie
distinguishable regions of skin or near skin tohkere
exists several color spaces .Color space usedkiar s
detection in this work is HSV. Any color image oGB
color space can be easily converted into HSV color
space. For skin detection threshold should be chase
[H1, S1] & [H2, S2]. A pixel is classified as skiixel if
the values [H, S] fall within the threshold. Threkhis
predefined range associated with the target skxelpi
values. Most of the researchers determined thrdsas|
h_range = [0, 0.11] and s_range = [0.2, 0.7]. Sakat
and Pitas [8] defined a face localization basethSV.
The Skin classifier used for the proposed method is
based on the following values of H & S

Snin= 0.10, $ax=0.68, Hyn =0° and Hy,,=25"

Methods of Skin Detection are-
Pixel-Based Methods: Classify each pixel as skin or
non-skin individually, Independently from its
neighbours. Colour Based Methods fall in this catgg
Region Based Methods. Try to take the spatial
arrangement of skin pixels into account during the
detection stage to enhance the methods perfoenanc
Additional knowledge (in terms of texture, etc) are
required.

Double Density Discrete Wavelet Transform (DD-
DWT)

The double-density DWT is an improvement
upon the critically sampled DWT with important
additional properties: (1) It employs one scalingdtion
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and two distinct wavelets, which are designed to be
offset from one another by one half, (2) The double
density DWT is over complete by a factor of twod 48)

It is nearly shift-invariant. In two dimensions, igh
transform outperforms the standard DWT in terms of
denoising; however, there is room for improvement
because not all of the wavelets are directionahtTig,
although the double-density DWT utilizes more
wavelets, some lack a dominant spatial orientation,
which prevents them from being able to isolate ¢hos
directions The oversampled dyadic DWT considered, i
based on a single scaling function and two distinct
wavelets. Having more wavelets than necessary gives
closer spacing between adjacent wavelets within the
same scale. Like the dual-tree DWT, the oversampled
DWT presented here is redundant by a factor of 2,
independent of the number of levels [9].

To implement the double-density DWT, we
must first select an appropriate filter bank stuoet The
filter bank proposed in Figure a illustrates thesiba
design of the double-density DWT.

xin) =3 hy(a) —1@—) e(n) —l@* i) [r=>yin)
= hy(-n) —)@—) dy(m) hyin)
= h.i-n) —)-@—) dyfn) hyin) |

Fig.1 3-Channel Perfect Reconstruction Filter Bank.

The analysis filter bank consists of three
analysis filters one lowpass filter denoted k) and
two distinct highpass filters denoted by-h) and k(-n).

As the input signal x(n),the analysis filter bank
decomposes it into three sub-bands, each of whittein
down-sampled by 2. From this process we obtain the
signals c(n), dn), and d(n), which represent the low
frequency subband, and the two high frequency sub-
bands, respectively. The synthesis filter bank ist&of
three synthesis filters one lowpass filter dendtgdy(n)

and two distinct highpass filters denoted hy(h) and
hy(n)which are essentially the inverse of the analysi
filters, they are up-sampled by two, filtered, ahén
combined to form the output signal y(n). One of tim@n
concerns in filter bank design is to ensure thefeper
reconstruction(PR)condition. That is to design
ho(n),h(n),and k(n) such that y(n)=x(n).
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Optimal pixel adjustment process

An optimal pixel adjustment (OPA) process is
used to enhance the image quality of the stegoémag
obtained by the simple LSB substitution method. The
basic concept of the OPA is based on the technique
proposed in Ref. [10].

Let p, piand p} be the corresponding pixel values of
the {" pixel in the cover-image C, the stego-image C’
obtained by the simple LSB substitution method tred
refined stego-image obtained after the OPAP. Agt p’;

-p; , be the embedding error between pi and p’
According to the embedding process of the simpl& LS
substitution method [11], pis obtained by the direct
replacement of the k least significant bits of pthwk
message bits, therefore,

- XK A <2,

The value ofA; can be further segmented into three
intervals, such that

Interval 1 : 2%< A, <2,
Interval 2 : —2¢1<= A, <=2¢?,
Interval 3 ; —2%< A; < -2¢1,

Based on the three intervals, the OPAP, which nexlif

p’i to form the stego-pixep”;, can be described as
follows:

Case 1 Z¥< A <29: If p'} >=2¢, thenp”; = p’; -2¢
otherwisep”; = p’; ;

Case 2 @“<= A; <=2Y: thenp”i = p’;;

Case 3 @< A <-2¥U): If p', <2562 thenp”; = p'; +2
; otherwisep”; = p’i

The optimal pixel adjustment process only requiges
checking of the embedding error between the origina
cover-image and the stego-image obtained by thplsim
LSB substitution method to form the final stego-gea
The extra computational cost is very small compared
with other Methods

Encoding Process

1) Initially load the cover Image in which we will dé
the secret message (text).

2) Skin Tone Detectiomfter loading the cover Image,
skin tone detection is performed. This enable®usbw
where and  how much data can be hidden.

3) Cropping From the detected skin portion, cropping is
performed. This is done so that within skin pixééga is
hidden at only limited pixel positions. This feauof
cropping enhances security, as any eavesdroppeotan
detect secret message just by detecting the skatspi

4) Histogram Modification:This is performed to adjust
the contrast of the colors.
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5) Key Generation:The encoder employs a stego-key
which ensures that only recipients who know the
corresponding decoding key will be able to extrdet
message from a stego image.

6) Double Density DWT:Double Density Discrete
Wavelet Transform is applied to the cropped skin
portion.

7) Secret encrypted message is now merged into the
transformed skin pixels.

8) Optimal Pixel Adjustment proces®PAP is used to
assign secret code values to limited areas of e ggin
portion, so as to have least effect over the HS@n
visual system)The image quality of the stego-image can
be greatly improved with low extra computational
complexity.

9) Inverse DD-DWT Now the transformed image has
secret code as well, so it is ready to be merged thie
original cover Image. To merge this transformedretec
message embedded image, with cover Image we first
have to inverse transform it.

10) After applying inverse DD-DWT, we get the original
cropped image along with secret code. This imageis
called stego image. This stego image is now mewged
original cover image to get the final reconstructeder
image along with secret data embedded in it.

Decoding Process
1) From the Stego Image skin pixels are detected and
cropping of Stego image is performed.
2) Now the DD-DWT is performed to get the
transformed cropped image.
3) Secret message is extracted from the transformed
cropped stego image.
4) Results of Extraction process are measured in terms
of PSNR and MSE. These are discussed below in
detail.
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Flowchart of
Encoding Process

Load Image
Cropping Skin
Potion
Performing Histogram
Modification
Secret Key Double Density Dwﬂ
Generation u
Embedding secrect Codel
in Transformed Image
@timal PixeiAdjustme@

Eerese Double Dens@
T
Merging with Cropped Stego Imagej
Original Image

| Reconstructed Stego Image I

Fig.2 Flowchart of Encoding Process

Load Reconstructed
Stego Image

| Cropping Stego Imagej

Decomposition Using
Double Density DWT

Flowchart of
Decoding Process

Performance Analysis in terms

Extraction
of PSNR & MSE Parameters

ks

Original Secret
Image Message

Fig.2 Flowchart of Encoding Process
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Results

In this section we demonstrate simulation
results for the proposed scheme. These have been
implemented using MATLAB 7.8. A 24 bit color image
is employed as cover-image of size 256x256,

Fig 4 Coer image

a =
H msg - Notepad ""—_;T'JEL"
File Edit Format View Help
Double Density
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Fig. 8 Output Text File (having the secret message)

Performance in terms of capacity and PSNR (in dB) i
demonstrated for the method in the following

subsections. PSNR is
255 °
MSE

MSE = (n:m) it Efﬂ(ﬂu - by)?

a; and b represents pixel values of original cover image
and stego image respectively as in Equation The
calculated PSNR as in Equation usually adopts dBeva
for quality judgement, the larger PSNR is highee th
image quality (which means there is a little diéiece
between cover image and stego image).On the cgntrar
smaller dB value means there is a more distorf@NR
values falling below 30dB indicate fairly a low djtxa

PSNR =10logq [

Result Discussion of proposed work

After embedding secret data in cropped image,
resulted cropped stego image is shown in Fig. &e€o
image is now merged with cropped embedded Stego
image as is shown in Fig.7. For merging, co-ordigatf
first and last pixels of cropped image are caledaand
then replaced with the one in original cover image.

Table |
Proposed methods results of PSNR for different isag
No. I mages PSNR values
1 Image 1 70.03
2 Image 2 60.7
3 Image 3 60.1
4 Image 4 58.25
5 Image 5 55.3
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TABLE Il
PSNR in previous methods and proposed method

_No. | Method PSNR values
Shejul Method 49.3

Rekha Nagar Method 51.0
Proposed Method 55.3

(J\)I\)I—‘w

Conclusion

Digital Steganography is a fascinating scientific
area which falls under the umbrella of securitytesys.
Proposed framework is based on steganography sleat u
Biometric feature i.e. skin tone region. Skin tone
detection plays a very important role in Biometraowd
can be considered as secure location for data chidin
Secret data embedding is performed in DD-DWT domain
than the DWT as DD-DWT outperforms than DWT as
well as DCT. Using Biometrics resulting stego image
more tolerant to attacks and more robust than iagist
methods.
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